


Hatherleigh Pre-School CIO
Mobile Devices, Cameras, Internet & Social Media Policy

We take steps to ensure that there are effective procedures in place to protect children, young people, and vulnerable adults from the unacceptable use of mobile devices and cameras in the setting.

Mobile Devices

· Pre-School Phone. The pre-school has a mobile phone for use when the landline is down or engaged, and on outings and walks in case of emergency. Emergency contact numbers are saved on the phone, the phone is password protected and is only used by staff; It is only used for the purpose of Pre-School business; it is kept in sight of all staff during the session. The camera on the phone is covered and not used. 

· [bookmark: _Int_Be0j7mcO]Pre-School Tablet. The pre-school has a tablet for use primarily to access and update the pre-school social media page, it has the facility to take photos and upload to Facebook. Staff will be able to access virtual training and it can also be used in sessions for educational purposes with the children who will be supervised at all times by a member of staff. It is only used for Pre-School business; it is kept in sight of all staff during the session.

· Staff & Volunteers. Employees, volunteers, and students are not permitted to make or receive calls or texts in work times. They should ensure that their own mobile phones are placed in lockers away from the children and public. The administrator has access to a mobile phone in the office for the purpose of receiving authorisation codes for online banking etc.                         Exceptional Circumstances. If an employee, volunteer, or student has a particular reason (i.e., sick child or relative), they may request to answer it during a session in the kitchen or corridor, out of earshot and sight of the children.

· Parents/Carers & Visitors. If parents/carers or visitors must use mobile phones during sessions, they should do so in the public areas of the Community Centre, or if necessary, in the pre-school corridor, out of earshot and sight of the children. Parents/carers and visitors who stay in a session for any length of time (e.g. to settle in their child) should, like staff, place their phone in the designated area in the kitchen. 

· Children. If a child is found to have a mobile phone or ICT device at Pre-School these items are also to be placed in the designated area in the kitchen until the parent collects them at the end of the session.

· Phone Content. The use of phones for functions other than making or receiving calls and texts is also subject to restriction. Inappropriate websites, applications, images or audio files should not be accessed in the pre-school.


Cameras (Including those Integral to Mobile Phones)
Historically, photography has always taken place in the setting for the purpose of recording the development and achievements of children for their personal portfolio, or occasionally for use in pre-school literature or publicity, or as part of the documentation of formal training by staff or students on placement. 

· Authorization. All parents are asked in the registration process for consent for photos to be taken by staff during sessions or on outings, individually or as part of a group. Where consent is refused for whatever reason, photos (including group photos) should not be taken of that child; photos taken that include the child should be erased. 

· Pre-School Camera. We have a designated pre-school camera for use in sessions, and printing of photographs is done on the premises and filed immediately. Images showing a child in close-up, or one-to-one with an adult, should be avoided, as they offer little of educational value. Children should always be suitably dressed. The Safeguarding Designated Officer (SDO) is responsible for ensuring the suitable content and safe storage of all images. These should be destroyed after a child leaves the pre-school, unless they form part of existing literature (e.g., promotional leaflets or training portfolios). All images once printed are deleted form the memory card on a regular basis.

· Personal Devices. For reasons of child protection, neither staff nor parents/carers nor visitors are permitted to use their own personal cameras or phones to take photographs or videos of children during sessions. 

· Public Events. The use of personal cameras/phones at pre-school events open to the public (e.g., open days), and/or at those held outside the playroom (e.g., nativity, or summer picnics) is not prohibited, unless it poses a risk to health & safety. However, parents/carers should carefully consider the wisdom of uploading photos including other children on social network sites.

· Opportunities for Legitimate Photography. On occasion, it might be appropriate for individuals other than qualified pre-school staff to take photographs using their own equipment (e.g., photographer from the local paper). This will be subject to prior arrangement with the SDO and the Senior Play Leader(s); if it is not covered by the standard parental authorization, the specific consent of parents will be sought beforehand.
Valid press credentials or enhanced DBS disclosure will be required from all professional photographers.   

Internet

The pre-school laptop computer and tablet can access the internet via the Pre-School broadband service provided by BT.

· Children. Internet access is not a normal part of pre-school play, but it may be used on occasion for educational purposes. It will always be supervised. 

· Staff & Volunteers. Internet access on the pre-school computer/tablet should be restricted to work-related activities. If required there is public access to the internet via the Community Centre for personal use. 
· Internet. Staff may use the pre-school laptop/tablet to access e-learning or virtual training as part of their continual professional development and for research and resources.
· Email. There are two email accounts for the Pre-school - the admin account is managed by the Administrator, along with a separate email account for staff to view or send relevant work-related email. All emails containing confidential information are sent by encrypted email via Egress.

Social Media 

Pre-School Facebook Page
 
· The Pre-School has a Facebook page which is essential in getting information to parents quickly and keeping parents up to date with activities in the session. The page is managed by staff members. The Pre-School tablet or admin laptop can be used to access the page. It is preferable for staff not to use their personal devices but in an emergency such as during the COVID pandemic this was permitted to assist in getting information to parents.

Staff Personal Social Media 

· Hatherleigh Pre-School recognises that social media networking sites are a part of everyday life for many people including staff, volunteers and parents. Social media allows free and easy exchange of information, opinions and images this includes Facebook, Twitter etc. In recognising that employees/volunteers may be regular users of social media, we have no intention to curtail their personal use of it beyond reasonable requests to adhere to Safeguarding regulations and professionalism.

· Staff are advised to manage their personal security settings to ensure that their information is only available to people they choose to share information with.

· Staff should not accept/request service users and parents as friends due to it being a breach of expected professional conduct unless friends on social media prior to the child coming into the setting. 

· In the event that staff name the organisation or workplace on social media they do so in a way that is not detrimental to the organisation or its service users.

· Staff should observe confidentiality and refrain from discussing any issues relating to work.

·  Staff should not share information they would not want parents or colleagues to view. 

· Staff should report any concerns or breaches to the designated safeguarding person. 

Chatterbox

Chatterbox is an open, stay-and-play session for parents/carers and toddlers in the Hatherleigh Children’s Centre rooms. As such, it is subject to slightly different restrictions. 

· Phones. Parents and carers are encouraged to use their phones only, if necessary, out of earshot and sight of the children. Under no circumstances should phones be used in the toilet area. Inappropriate content should not be accessed during sessions.

Persistent Violation
The pre-school takes its safeguarding responsibilities very seriously. Any inappropriate use of mobile phones or cameras will result in disciplinary action.
Staff, Volunteers & Students violating this policy will be subject to disciplinary action in accordance with the pre-school Grievance & Disciplinary policy. If appropriate, they will also be referred to the Local Authority Designated Officer (LADO) for the Devon Safeguarding Children Board to consider if further action is needed. Any inappropriate use by parents/carers/visitors will be reported to the police.
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